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ABSTRACT
Healthcare innovations like the Internet of Medical Things (IoMT) and rapid prototyping (RP) enable real-
time patient monitoring, operational efficiency, and data-driven decision-making. This review highlights 
remote patient care, pandemic response, and system interoperability applications of these technologies 
from multiple studies from 2019–2024. These innovations have great potential, but high implementation 
costs, data security concerns, and scalability issues prevent widespread adoption. This review uses diverse 
global case studies to identify actionable strategies to overcome these barriers and emphasizes the potential 
for tailoring these technologies to resource-constrained healthcare settings. IoMT and RP can improve 
healthcare efficiency, equity, and effectiveness by addressing these critical issues.

Introduction

Technological advancements like the Internet of Things (IoT) and 
rapid prototyping (RP) transform healthcare by enabling real-time 
monitoring, data-driven decision-making, and personalized care 
[17], [14]. Medical devices, sensors, and cloud computing can all 
be connected through the Internet of Medical Things (IoMT), a 
subset of the Internet of Things (IoT) [12], to manage operations 
better and allow for remote monitoring. In the meantime, RP 
speeds up the creation of medical devices and healthcare 
solutions by allowing testing and design to happen in small steps 
[15]. This bridges the divide between innovative ideas and their 
practical implementation [15], promoting a culture of innovation 
and ensuring that creative concepts evolve into actionable 
solutions that enhance the well-being of society as a whole. 
However, despite their potential, IoMT and RP face significant 
barriers to integration within healthcare systems. Scalability, 
interoperability, data security, and regulatory compliance are 
some of the biggest problems that make it hard for people to use 
technology, especially when resources are limited [9], [19], [7]. 
Addressing these issues is critical to harnessing the full potential 
of IoMT and RP technologies in improving healthcare outcomes.

Global research highlights the transformative potential of IoMT 
and RP while underscoring limitations in practical deployment. 
For example, the HealthStack middleware considerably lowered 
latency and increased CPU utilization in surgical workflows, but it 
could only be used in places with lots of resources and advanced 
technology [15]. Also, the Healthchain blockchain framework 
protected patient data well but needed help with scalability and 
interoperability when used in big healthcare systems [19].

Moreover, many global studies focus on technological 
advancements without addressing user-centric factors such as 
ease of use and training needs. Many people can't use them 
because they don't fit with the Technology Acceptance Model 
(TAM) [6], which focuses on how valuable and easy something 
is. These gaps highlight the need for comprehensive frameworks 
that address technical and user-centric dimensions of IoMT and 
RP adoption.

Regional Context

In India, research on IoMT and RP is emerging but remains at 
an early stage. IoT dashboards for managing chronic diseases 
[12] and IoMT-enabled non-invasive monitoring systems for 
ICU patients [1] show they can improve healthcare. However, 
these innovations face significant adoption barriers due to poor 
infrastructure, lack of data standardization, and security concerns 
in rural and under-resourced settings.

Critically, Indian studies often focus on technical feasibility without 
addressing systemic challenges such as interoperability and 
scalability. While adopting IoMT-enabled technologies has shown 
promise, the absence of scalable frameworks tailored to India's 
healthcare landscape limits their impact. This calls for context-
sensitive research that bridges the gap between technological 
advancements and practical deployment.

Theoretical Framework

To explore the usability, adoption, and scalability of IoMT 
applications, this study examines how technological acceptance 
and innovation diffusion influence healthcare implementation. 
Key factors include ease of use, demonstrable benefits, and 
system compatibility with existing healthcare infrastructure. These 
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elements are crucial for fostering adoption of IoMT applications, 
particularly among clinicians and patients who prioritize intuitive 
interfaces and clear advantages over traditional methods.

The integration of rapid prototyping with IoMT development 
enables iterative refinement of solutions, ensuring they are user-
friendly, technically robust, and aligned with the needs of diverse 
healthcare stakeholders. This approach facilitates the creation 
of solutions that are both technically advanced and practically 
implementable in various healthcare settings.

Research Gap and Objectives

While existing studies provide valuable insights into IoMT 
and RP applications, they often lack a critical evaluation of 
their intersection. Global research predominantly focuses on 
technologically advanced settings, whereas Indian studies are 
limited by infrastructural and systemic challenges. Moreover, the 
literature does not adequately address how rapid prototyping 
can overcome barriers such as usability, security, and scalability 
in IoMT systems.

This systematic review bridges these gaps by analyzing 13 peer-
reviewed studies published between 2019 and 2024. Specifically, 
it aims to:

1. 	 Evaluate the role of rapid prototyping in mitigating challenges 
to IoMT adoption.

2. 	 Identify global best practices and their adaptability to 
resource-constrained settings like India.

3. 	 Offer actionable insights for researchers, clinicians, and 
policymakers to optimize IoMT applications for real-world 
implementation.

By synthesizing global and regional perspectives, this review 
provides a roadmap for advancing IoMT and RP technologies in 
healthcare, with implications for improving patient outcomes, 
operational efficiency, and system scalability.

Methodology

This systematic review adheres to the PRISMA (Preferred Reporting 
Items for Systematic Reviews and Meta-Analyses) guidelines to 
ensure methodological rigor and replicability.

Information Sources and Search Strategy

Three primary databases were selected for the search:

•	 Scopus

•	 Web of Science

•	 IEEE Xplore

Search Queries Combined Boolean Operators with Relevant 
Keywords, Including:

•	 "Internet of Things" OR "IoT"

•	 "Healthcare" OR "Medical Applications"

•	 "Rapid Prototyping" OR "Prototyping in IoT"

The search focused on peer-reviewed publications from 2019 
to 2024 to ensure the inclusion of recent and relevant studies. 
Additional filters were applied to include studies written in English 
and with accessible full texts.

Inclusion and Exclusion Criteria

Inclusion Criteria

•	 Studies exploring IoMT applications in healthcare.

•	 Research involving rapid prototyping methodologies.

•	 Articles addressing challenges such as scalability, 
interoperability, or data security.

Exclusion Criteria

•	 Studies not focused on healthcare contexts.

•	 Non-peer-reviewed articles or those with insufficient 
methodological detail.

•	 Studies primarily discussing IoT without a focus on rapid 
prototyping.

Screening and Eligibility

A total of 575 records were identified through the database 
search. After removing duplicates, 570 records were screened 
based on their titles and abstracts for relevance to IoMT and RP 
in healthcare.

•	 520 articles were excluded during this stage for not meeting 
the inclusion criteria.

•	 50 full-text articles were retrieved for detailed assessment.

Following the full-text review, 37 articles were excluded due to 
irrelevance, insufficient methodological detail, or duplication. 
Ultimately, 13 studies met the inclusion criteria and were included 
in the qualitative synthesis.

Figure 1: Selection Process by PRISMA

Note: PRISMA Flow Diagram Illustrating the Selection Process of 
Articles Included in the Systematic Review.
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Data Extraction and Analysis

The selected studies were analyzed to extract key data, including:

1.	 Study Information: Authors, publication year, journal, and 
geographic context.

2. 	 Thematic Focus: Objectives, methodologies, and results.

3. 	 IoMT Applications and Innovations: Key outcomes and 
challenges addressed.

A thematic analysis was conducted to categorize findings into 
the following domains:

•	 Remote Patient Monitoring

•	 Smart Healthcare Systems

•	 Security and Privacy

•	 Pandemic Management

•	 Interoperability and Scalability

Results

Literature Overview

Figure 2: Documents Published by Year

Note: Original Visualization Based on Bibliometric Analysis of 
Reviewed Literature.

Figure 3: Documents by Country/Territory

Note: Original visualization based on bibliometric analysis of 
reviewed literature.

Figure 4: Document Distribution by Subject Area

Note: Original Visualization Based on Bibliometric Analysis of 
Reviewed Literature.

he analysis of publication trends reveals a growing interest 
in IoMT and RP applications in healthcare, with significant 
contributions from diverse geographical regions and subject 
areas. The temporal distribution shows increasing research 
activity from 2019 to 2024, while the geographical spread 
indicates global engagement in advancing these technologies.

Thematic Analysis

Table 1: Summary of the thematic applications, innovations, 
and outcomes of the studies

Theme Innovation Outcome

Remote Monitoring [12] IoT-AI 
dashboards for data 

analytics

Enhanced 
operational 

efficiency and 
patient safety

Smart Healthcare [15] HealthStack 
middleware for 

surgical monitoring

Reduced jitter by 
92.3%, optimized 

CPU consumption by 
61.8%

[9] Wearable health 
monitoring and 
smart medicine 

dispensing

Early diagnosis, 
emergency 

prediction, and 
reduced hospital 

congestion

Security and Privacy [2] Blockchain-based 
EHR system

Improved security 
and access control 
for healthcare data

[19] Healthchain 
privacy-preserving 

framework

Secured health data 
with reduced single-

point bottlenecks

Interoperability [11] INTER-Health 
interoperable IoT 

platform

Seamless integration 
of heterogeneous 

healthcare systems

[13] Edge computing 
architecture for 

latency reduction

Improved system 
performance and 
energy efficiency
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Figure 5: Interconnected Landscape of IoT in Healthcare and Related Domains

Note: Original Visualization Created for this Review Based on Analyzed Literature.

Remote Patient Monitoring

IoMT enables real-time monitoring of patients' health through interconnected sensors and AI-driven analytics. [12] developed IoT 
dashboards in Saudi Arabia for chronic disease management, reducing hospital dependency. [3] proposed fog-based IoT platforms 
that integrate speech recognition, addressing network management issues.

Smart Healthcare Systems

[15] introduced HealthStack middleware for operating rooms, achieving a 92.3% jitter reduction and optimizing CPU utilization by 
61.8%. [9] created wearable health monitoring systems integrating AI for emergency prediction and medication adherence.

Security and Privacy

[2] implemented blockchain for securing electronic health records (EHRs), using biometric authentication. Similarly, [19] developed 
Healthchain as a blockchain system that preserves privacy and ensures tamper-proof data management.

Interoperability and Scalability

[11] designed the INTER-Health platform for integrating heterogeneous IoT systems in assisted living. Additionally, [13] developed 
edge computing systems to reduce latency and enhance scalability for real-time healthcare applications.

Table 2: Comparison of Interoperability Solutions

Study Technologies Used Key Features for Interoperability Challenges Addressed

[11] INTER-Health IoT Platform IoT frameworks, decentralized 
monitoring

Integrated heterogeneous IoT 
platforms for assisted living

Addressed fragmentation in 
healthcare monitoring systems

[15] HealthStack Middleware Middleware, real-time sensors, 
QoS optimization

Seamless integration of surgical 
data with real-time workflows

Reduced jitter and optimized 
CPU/network utilization

[13] IoT-Edge Architecture Edge computing, IoTSim-Edge 
simulator

Reduced latency and dependency 
on centralized cloud systems

Improved energy efficiency and 
scalability

[19] Healthchain Blockchain, dynamic key 
management

Decentralized control of large-
scale health data with tamper-
proof transactions

Mitigated single-point 
bottlenecks in health data 
systems

[2] Biometric Blockchain System Blockchain, biometric access 
control

Secure, interoperable access to 
Electronic Health Records (EHRs)

Overcame heterogeneity in 
access control mechanisms
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Figure 6: Interoperability Focus Areas of IoT Healthcare Solutions

Note: Original Visualization Based on Comparative Analysis of 
Reviewed Solutions.

Discussion

Strengths and Contributions of IoMT and Rapid Prototyping

Figure 7: Healthcare Technology

Note: Original Visualization Created for this Review Based on 
Analyzed Literature.

The findings demonstrate that IoMT and rapid prototyping 
significantly enhance healthcare delivery by addressing critical 
challenges such as accessibility, real-time monitoring, and 
operational efficiency.

IoMT in Remote Monitoring: Studies [12] and [3] highlight how 
IoMT platforms have improved patient outcomes through real-
time analytics and seamless communication, particularly for 
chronic diseases and ICU monitoring. These innovations reduce 
dependency on physical healthcare facilities and empower 
remote care models.

•	 Advancements in Smart Healthcare Systems: Prototyping-
driven innovations, such as the HealthStack middleware 
[15], optimize hospital operations by enabling real-time 

surgical monitoring and efficient resource utilization. [9] 
demonstrated how wearable devices enhanced medication 
adherence and emergency responses through AI integration.

These advancements collectively pave the way for decentralized, 
patient-centered healthcare models that leverage scalable and 
adaptable technologies.

Addressing Security and Privacy Challenges

Data security and privacy remain critical concerns for IoMT 
adoption, especially in the wake of increasing cybersecurity 
threats. Blockchain-based solutions, such as the systems 
developed by [2] and [19], emerged as robust mechanisms to 
ensure tamper-proof and secure data management.

•	 Blockchain Innovations: These frameworks address 
vulnerabilities associated with centralized data storage by 
implementing distributed, encrypted systems [5].

•	 Privacy-Preserving Solutions: Healthchain introduced fine-
grained access controls, enabling secure sharing of health 
data among stakeholders while mitigating single-point 
bottlenecks [19].

Despite these advancements, challenges persist, including the 
computational overhead of blockchain systems and the difficulty 
of integrating them with legacy healthcare infrastructures. Future 
research should focus on lightweight blockchain protocols 
tailored to healthcare needs [7].

Role of IoMT in Pandemic Management

The COVID-19 pandemic underscored the critical importance 
of IoMT in enabling rapid response capabilities. Studies such as 
[16] and [17] demonstrated the effectiveness of IoMT systems 
in optimizing patient recovery and monitoring infection spread. 
Rapid prototyping played a vital role in designing and deploying 
these solutions at scale.

•	 Emergency Applications: IoMT systems facilitated contact 
tracing, risk assessment, and real-time patient monitoring, 
reducing the strain on hospital resources [17].

•	 Scalability in Crisis: The adaptability of IoMT solutions 
allowed healthcare providers to respond effectively to 
evolving pandemic demands.

This highlights the need for scalable frameworks and collaborative 
networks to ensure preparedness for future health crises.

Interoperability and Scalability as Central Challenges

Interoperability is pivotal for integrating IoMT solutions into 
diverse healthcare ecosystems. Studies like [11] and [13] 
highlighted the benefits of interoperable frameworks and edge 
computing architectures.

•	 Heterogeneous System Integration: The INTER-Health 
IoT platform successfully addressed the fragmentation of 
healthcare systems by enabling seamless communication 
across devices and platforms [11].

•	 Scalability Solutions: Edge computing frameworks reduced 
latency and resource dependency, ensuring the efficient 
scaling of IoMT applications in real-time healthcare 
environments [13].
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However, achieving universal interoperability remains a challenge 
due to a lack of standardized protocols and regulatory frameworks. 
Future work should focus on adopting global standards like FHIR 
and HL7 for consistent implementation [8].

Limitations and Gaps in Existing Research

While significant advancements have been made, several 
limitations persist:

1. 	 Focus on Resource-Rich Settings: Many innovations, such 
as HealthStack and blockchain systems, are designed for 
well-resourced environments, limiting their applicability to 
low- and middle-income countries.

2. 	 Neglect of User-Centric Design: Few studies address the 
importance of user training and interface design, which are 
critical for widespread adoption.

3.	 Cost Barriers: The high cost of IoMT systems and the lack of 
cost-effective rapid prototyping solutions remain significant 
obstacles for scalability in underfunded healthcare systems.

Implications for Practice and Policy

•	 Adoption of Open-Source Platforms: Encouraging the use 
of open-source frameworks can reduce costs and increase 
accessibility.

•	 Stakeholder Collaboration: Policymakers, healthcare 
providers, and developers must collaborate to design 
systems that are contextually relevant and aligned with 
local healthcare needs.

•	 Regulatory Standards: Governments must establish clear 
guidelines for IoMT and RP implementation, focusing on 
data security, interoperability, and ethical concerns.

Future Directions

•	 Research: Focus on developing cost-effective and lightweight 
solutions for IoMT and RP to enable widespread adoption 
in resource-constrained settings.

•	 Training Programs: Equip healthcare professionals with the 
skills to operate IoMT systems and interpret data insights 
effectively.

•	 Policy Development: Advocate for global interoperability 
standards and incentivize investments in IoMT infrastructure, 
particularly in underserved regions.

Conclusion

This systematic review highlights the transformative potential of 
the Internet of Medical Things (IoMT) and rapid prototyping (RP) 
in revolutionizing healthcare delivery. By synthesizing findings 
from 13 peer-reviewed studies, the review underscores the ability 
of these technologies to address critical challenges such as real-
time patient monitoring, operational efficiency, and data security. 
The integration of IoMT with RP fosters innovation, enabling 
scalable and user-centric solutions for diverse healthcare settings.

Key Contributions of this Review Include

1. 	 Advancing Remote Monitoring: IoMT platforms, enhanced 
by rapid prototyping, enable real-time health tracking and 
predictive analytics, reducing dependency on physical 

infrastructure and empowering decentralized care models 
([12], [3]).

2.	 Improving Security and Privacy: Blockchain frameworks and 
privacy-preserving technologies address vulnerabilities in 
healthcare data management, ensuring tamper-proof and 
secure data sharing ([2], [5]).

3. 	 Pandemic Preparedness: IoMT solutions demonstrated 
their adaptability during the COVID-19 pandemic [16], 
highlighting their potential in crisis management and 
scalable deployment.

4. 	 Enhancing Interoperability and Scalability: Middleware 
solutions and edge computing architectures improve 
system integration and resource efficiency ([11], [13]), 
paving the way for seamless adoption in complex healthcare 
ecosystems.

Despite these advancements, challenges such as infrastructure 
limitations, high costs, lack of interoperability standards [8], and 
insufficient user-centric design remain barriers to widespread 
adoption. Addressing these issues is essential to ensure the 
equitable deployment of IoMT and RP technologies, particularly 
in resource-constrained environments.

Future Recommendations and Way Forward

A strategic and multidisciplinary approach is critical to fully realize 
the potential of IoMT and rapid prototyping (RP) in healthcare. 
Below is an organized and refined roadmap for achieving these 
goals:

Invest in Infrastructure

Governments and organizations must prioritize investments in 
digital health infrastructure, particularly in underserved regions 
[18]. Enhancing connectivity, power reliability, and technical 
capacity is essential for deploying IoMT solutions at scale. This 
includes building robust internet frameworks and ensuring 
consistent access to electricity in remote areas.

Develop Cost-Effective Solutions

The high costs associated with IoMT devices and RP methodologies 
can hinder adoption [7]. To address this:

•	 Encourage using open-source platforms and community-
driven innovation to reduce development and maintenance 
expenses.

•	 Provide subsidies or financial incentives for smaller 
healthcare organizations and low-resource settings, ensuring 
equitable access to these technologies.

Standardize Interoperability

The lack of interoperability between IoMT systems and existing 
healthcare platforms is a major barrier [20]. Adopting global 
standards, such as HL7 (Health Level Seven) and FHIR (Fast 
Healthcare Interoperability Resources), will ensure seamless data 
exchange and system integration. Modular frameworks can be 
designed to scale with healthcare needs, from rural clinics to 
urban hospitals.
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Strengthen Data Security

Data privacy and security are critical for the widespread 
acceptance of IoMT systems [20]. Strategies include:

•	 Developing robust cybersecurity measures, such as end-to-
end encryption, blockchain frameworks, and multi-factor 
authentication [5].

•	 Policymakers must enforce global standards, such as GDPR 
(General Data Protection Regulation) and HIPAA (Health 
Insurance Portability and Accountability Act), to ensure 
compliance and build stakeholder trust.

Promote Collaborative Efforts

Interdisciplinary collaboration among engineers, healthcare 
providers, policymakers, and researchers is key to creating 
effective solutions [14]. Such partnerships will:

•	 Ensure technological innovations are contextually relevant, 
scalable, and clinically viable.

•	 Foster knowledge-sharing and co-creation of solutions 
tailored to the needs of specific healthcare ecosystems.

Education and Training

Equip healthcare professionals, technicians, and end-users 
with the necessary skills to integrate and operate IoMT systems 
effectively [6].

•	 Educational initiatives and capacity-building programs are 
essential to bridge the technical knowledge gap and ensure 
sustainable implementation.

7. Strengthen Policy and Regulation

Governments must establish clear regulatory frameworks to 
address challenges related to:

•	 Data privacy and ethical concerns in IoMT adoption [17].

•	 Ensuring equitable access to healthcare technologies, 
regardless of geographic or socioeconomic disparities.

Research and Development

Future research should focus on:

•	 Cost reduction through innovative prototyping methods and 
scalable technologies [15].

•	 Integration strategies that ensure seamless operation across 
diverse healthcare environments [11].

•	 User-centered design to improve accessibility, usability, and 
patient outcomes [6].

Focus on Equity

IoMT solutions must prioritize inclusivity, addressing the unique 
challenges faced by marginalized and vulnerable populations 
[18]. Accessibility should be a central tenet of IoMT deployment 
strategies, ensuring no community is left behind in the digital 
health revolution.

Global Collaboration

Encourage international collaboration to share resources, 
knowledge, and best practices. Organizations like the World 

Health Organization can play a pivotal role by:

•	 Creating standardized guidelines for IoMT implementation 
[18].

•	 Facilitating technology transfer to resource-constrained 
regions.

By addressing these priorities, IoMT and rapid prototyping can 
fulfill their potential to transform healthcare systems, improve 
patient outcomes, and achieve global health equity. A united 
approach involving robust infrastructure, innovative policies, and 
collaborative efforts will drive sustainable progress and equitable 
access to healthcare innovations [14].
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